Bitdefender GravityZone

UNCOVER AND STOP ELUSIVE THREATS WITH AGILITY AND PRECISION

GravityZone is a complete Endpoint Security solution designed from the ground up as an integrated next-gen

EPP and easy-to-use EDR. It offers preven

ion, threat detection, automatic response, pre and post compromise

visibility, alert triage, investigation, advanced search and one-click resolution capabilities.
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ENDPOINT HARDENING AND RISK MANAGEMENT

Figure 1. Bitdefender: prevention, detection and response in one agent, managed by the

GravityZone console

Comprehensive endpoint security platform in one agent and console

GravityZone inherits all the hardening and next-generation prevention controls included in different bundles:

» Human Risk Analytics

» Machine Learning Predicts and Blocks Advanced Attacks

» HyperDetect™ Blocks File-less Attacks at Pre-execution

» Sandbox Analyzer Enhances Targeted Attack Detection

» Attack Forensics and Visualization

» Risk Management and Analytics

» Exploit defense safeguards memory
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Bitdefender GraVitYZone

Bitdefender GravityZone

Business Security

|deal for small businesses
looking for simple security

Bitdefender GravityZone
Advanced Business Security

Recommended to midsized companies
looking for comprehensive protection

Bitdefender GravityZone
Elite Security

Recommended to companies

looking for aggressive protection

against sophisticated threats

Bitdefender GravityZone
Ultra Security

For companies looking for
an integrated next-gen endpoint
protection and EDR platform that
accurately protects against
sophisticated cyber threats

Management options

On premise / Cloud

On premise / Cloud

On premise / Cloud

Cloud only

Security for Exchange
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less that 30% of total units

account for less than 35% of total units.

Sandbox Analyzer &
HyperDetect (Tunable ML) «© S
Incident Visualization @ &
Root Cause Analysis @ @
Anomaly Defense & &3
MITRE Event Tagging o @
Covers servers and desktops. Covers desktops, servers and mobiles Covlers desktops, sewgrs ana Covers desktgps, Servers ana
Details Servers should account for + Exchange mailboxes. Servers should L e ange maRDoNe Exchange mailboxes. Servers

Servers should account for less
than 35% of total units.

should account for less than
35% of total units.
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